






















regulation or Congressional action to adopt an Io T privacy framework. NTCA urges NTIA to 

look to the effective and long-standing privacy framework utilized by the Federal Trade 

Commission ("FTC") and to eschew any IoT-specific privacy regimes. 

With respect to the Io T marketplace and associated privacy concerns, the FTC Section 5 

privacy framework offers an optimal approach to this dynamic and rapidly changing industry. 

The FTC is empowered to initiate actions for a company's breach of promise of how it will 

protect a customer's information, regardless of industry or vertical sector. And, the FTC can act 

against deceptive or unfair acts or practices. The primary source for FTC authority is Section 5 

of the FTC Act, which prohibits "unfair or deceptive or practices in or affecting commerce." 

"Unfair or deceptive" is a material representation, omission, or practice that is likely to mislead 

the consumer acting reasonably in the circumstances, to the consumer's detriment "Practice" is 

an action that (a) causes or is likely to cause substantial injury to the consumer which is not (b) 

reasonably avoided by the consumer or (c) outweighed by countervailing benefits to the 

consumer or competition. 17 These may be violated by: retroactive policy changes; deceitful data 

collection; improper use of data; unfair design; and, unfair information security practices. In the 

vein of"notice, choice and security," the FTC umbrella can cover obligations of firms to 

maintain confidentiality; to collect data only in a manner consistent with stated policies; and, to 

protect that data. 18

11 See, 15 U.S.C. §45(n). This standard is also incorporated in the Dodd-Frank Wall Street Reform and 
Consumer Protection Act, Pub. L. I l l-203, 124 Stat. 1376, codified at 12 U.S.C. § 5511(2011). This three-prong 
approach was first articulated in the FTC's "Policy Statement on Unfairness," and later incorporated into the FTC 
Act. See, bJ!ps: 1/www.ftc.gov/public-statements/1980/l2/ftc-pol.i.cy-statement-unfairness (last viewed May 26, 2016, 
12:27). 

18 See, FTC v. Wyndham Worldwide Corp .. 799 F.3d 236 (3d Cir. 2015) (failure to use readily available 
technology such as firewalls; storage of information in plain text; failure to implement adequate policies; failure to 
remedy known vulnerabilities; failure to use adequate protocols and passwords; failure to restrict access to network; 
and failure to follow incident response procedures, taken together, constitute unreasonable behavior). 
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Within the principles of Section 5, industry has utilized a "notice and choice" form of 

best practices with the FTC as a potent backstop. The Clinton Administration created the 

Information Infrastructure Task Force, which in 1995 and 1997 recommended self-regulation. 

Pursuant to this approach, firms detennine the standards and self-articulated rules for data 

collection, use, and disclosure. By way of example, in the late-1900s TRUSTe symbolized 

voluntary standards, issuing a seal to websites that agreed to abide by certain practices. And, 

even as the FTC remains a potent backstop to discourage companies from engaging in "unfair or 

deceptive" practice, the industry pursues praetices that are consistent with consumer demands. 

As noted by Google as it elucidated a backdrop of Federal and state backstops in support of their 

sufficiency in a similar context, "[p]rivacy policies are now commonly posted on websites, and 

businesses compete to provider better privacy protections than their peers." 19 

Section 5 is the basis of a robust body of case law, as well. The statute, coupled with 

numerous interpretations by the courts, provides firms with comprehensive guidance for current 

and future practice. This framework can meet changing consumer expectations as to their 

privacy and resulting marketplace demands. Moreover, once again, the IoT marketplace is at 

once dynamic and nascent. The government and industry can merely speculate about the type of 

Io T devices that will be developed and embraced by consumers in years to come, and the overall 

importance of the market in the lives of consumers is likely lo expand faster than any statute or 

regulation produced by an agency rulemaking process. In addition, not every single Io T device 

uses or has access to customers' data in the same way, or even access to the same data (a smart 

refrigerator versus a connected heart rate monitor, for exan1ple). Thus, a privacy regime based 

on an evolving body of case law can address violations of consumers' expectations as to their 

19 E,xpanding Consumers' Video Navigation Choices; Commercial Availability of Navigation Devices: 
Comments of Google, Inc., Docket Nos. 16-42, 97-80, at 7 (internal citation omitted). 
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privacy when using loT devices much quicker, yet prevent the industry's expansion from being 

bogged down by the traditional rulemaking process. 

In addition, the use of the FTC Section 5 framework will represent a logical extension of 

that agency's expertise and broad experience in the privacy field more generally, as well as the 

FTC' s existing work in the Io T privacy arena20 more specifically. As to the fonner, the FTC has 

a significant amount of experience in bringing enforcement actions against hundreds of 

companies of all sizes and representing a broad section of the communications landscape.21 

With that in mind, it would be shortsighted and counterproductive to fail to leverage that 

experience. A move away from FTC-based enforcement of privacy norms or an Io I-specific 

privacy regime would upend settled expectations and practices and confuse or even confound 

consumer expectations based on little evidence that doing so would be to the benefit of 

consumers. As to that latter point, there is no indication that the IoT represents a unique privacy 

threat beyond the use of, for example, Google or Amazon or any of the thousands of business 

entities already subject to the FTC's jurisdiction, some of which have already been subject to 

enforcement proceedings. The FTC should, for now, be the default agency to be the "privacy 

eop on the beat" in the IoT space {as it is in so many others) until such time as it might become 

clear that consumers' privacy expectations are not being met in a unique way in the Io T space. 

20 See, Internet o/Things, Privacy and Security in a Connected World, Staff of the Federal Trade 
Commission, (rel. Jan. 2015), available at: https:/i\vww.ftc.gov/system/files/documents/reports/federal-trade­
commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/ J 50127 iotrpt.pdf. 

21 Comments of the Staff of the Bureau of Consumer Protection, WC Docket No. 16-106 (fil. May 27, 2016), 
p. 4 (stating in the FCC's 2016 Broadband Privacy proceeding that "[t]o date, the FTC has brought over 500 cases
protecting the privacy and security of consumer information."). In their 2016 comments to the FCC, the Federal
Trade Commission staff pointed to enforcement actions taken against communications and technology companies of
all sizes and for actions such as deceptive uses of customer data and failures to properly secure customer data.
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VI. CONCLUSION

For all of the reasons discussed above, NTIA should continue down the path of multi­

stakeholder, industry-led working groups that include network operators large and small, as 

this represents one of the most significant steps toward making broadband infrastructure 

the foundation of the IoT-available as fast as possible. 
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